NudopmanuonHas naMATKA JJIs1 00y4AOIIMXCH /151 pa3MenleHus Ha

opuumnaabHbix UHTEpHET-pecypcax

C KaXXIpIM TOJJOM MOJIOAICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ MIKOJIbHUKU
OJIHM U3 CaMbIX AKTUBHBIX MOJIb30BaTesie PyHera. Mexay TeM, HOMUMO OrPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MpoOJieMbl. DTa MaMsTKa JIOJKHA
oMo4b Te6e 0e30MacHO HAaXOAUTHCS B CETH.

Komnviomepuuvle supycwi

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IMPOTPAMM,
OTIIMYUTEIBHONW OCOOEHHOCThIO KOTOPOM SIBISIETCA CIIOCOOHOCTh K Pa3MHOXKEHUIO. B
JOTIOJITHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WJIM IOJHOCTBIO YHHUUYTOXHUTH BCE
daiinpl U JaHHBIE, MOJAKOHTPOJIBHBIE MOJIB30BATENI0, OT MMEHHU KOTOPOro ObLia
3almynieHa 3apak€HHas NIporpaMma, a TaKKe MOBPEIUTh WM AK€ YHHUYTOXHUTH
OIEpaIlMOHHYI0 CHUCTEMY CO BceMH (ailmamu B 1enoM. B OonblIMHCTBE ciyyaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Vcnonp3yii COBpEMEHHBIE ONEPAMOHHBIE CHUCTEMbI, UMEIOLIUE CEPbE3IHBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IloctosHHO ycraHaBnuBail mayTu (UMQPPOBBIE 3aIUIATKH, KOTOPHIE
ABTOMATUYECKM YCTAaHABJIMBAIOTCS C IEJbl0 JOpaOTKH NpPOrpaMmbl) U JApYyrue
OOHOBJICHUSI CBOCH OmepariioHHON cucTemMbl. CKaunBail UX TOJBKO C O(UIIMATEHOTO
caiita papaborunka OC. Eciu cymiecTByeT pekuM aBTOMAaTHYECKOro OOHOBJICHMUS,
BKJIIOYH €T0;

3. PabGoraii Ha cBOeM KOMIBIOTEpE IIOJ TpaBaMU TMOJb30BaTENsA, a HE
aMUHUCTpAaTOpa. OTO HE TMO3BOJIUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTpaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBLHOM KOMIIBIOTEPE;

4. Hcnonp3ydl aHTUBHPYCHBIE IPOTPAaMMHBIE MPOAYKTBI  M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHHUEM 0a3;

5. Orpanunub (PU3NUECKHUM TOCTYI K KOMIBIOTEPY 7151 TOCTOPOHHUX JIULL;



6. Mcnonp3yii BHEIIHNE HOCUTENU HHPOPMAIIUH, TAKKE KaK (prerika, TUCK Uiu
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIC (haliibl, IMOJYYEHHbIE M3 HEHAIAEKHBIX
UCTOYHUKOB. [[axe Te (hailsibl, KOTOpbIE MpHCIad TBOW 3HAKOMBIN. Jlydlle yTouHu y
HEro, OTMPABIISI JIK OH TeOe UX.

Cemu WI-FI

Wi-Fi - 310 He Buj mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpPEHI,
mapka. Eme B 1991 rony Hunepnanjackass KOMIAHMS 3aperucTpupoBajia OpeHn
«WECA», uro o6o3nauano cioBocouetanue «Wireless Fidelity», xoTopsrii
MEPEBOIUTCS KaK «O0eCrpoBOAHASI TOYHOCTD.

Jlo Haiero BpeMeHu Joluia japyras abOpeBuarypa, KOTopas SIBISIETCA TaKOu
ke TexHojormed. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3BaHume OBLIO HaHO C
HaMEKOM Ha CTaHJapT BhICHIHMK 3ByKOBOW TexHuku Hi-Fi, uTo B mepeBojie o3Havaer
«BBICOKAsi TOUHOCTBY.

Ja, OecruiaTHbI MHTEPHET-AOCTYN B Kade, OTeNsX U a’pornopTax sBIsSETCs
OTJIMYHON BO3MOXHOCTBIO BbIX0/a B MHTepHET. Ho MHOrHME SKCHepThl CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sSBiIsIIOTCS 0€30MaCHBIMH.

CogeTsl 10 Oe30macHOCTH paboTe B 00menocTynHbix ceTsx Wi-fi:

1. He nepenaBaii cBoro juuHyto uH(popMaluio depe3 odmenoctymnubie Wi-Fi
cetn. PaboTas B HUX, JKeJaTeIbHO HE BBOJIUTH MAPOJH JOCTYIA, JIOTUHBI U KaKWe-TO
HOMeEpa;

2. Ucnionb3yit 1 OOHOBIISIE aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem
CaMbIM ThI 00€30TacHIIlb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPONCTRO;

3. IIpu ucnonbzoBanuu Wi-Fi otkaoun Gyskimo «OO0mui 1ocTyn K daitaam
u npuHTepam». JlanHas (yHKIUS 3aKpbhiTa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIS
M0JIb30BATEIN aKTUBUPYIOT €€ JUIsl yA100CTBa UCIIOJIb30BaHMs B paboTe Win yueoe;

4. He wucnons3yit myOmmunbii WI-FI ama mepemaun JHYHBIX  JAHHBIX,
HaAIMpUMeED JIJIsl BBIXOA B COLIMANIBHBIE CETH UM B AJIEKTPOHHYIO MOYTY;

5. Hcrnonp3yit TobKO 3ammineHHoe coeauHenue yepe3 HTTPS, a ne HTTP,

T.¢. IpH Habope BeO-aapeca BBOAM UMEHHO «Nttps://»;
2


https://

6. B moOunpHOM Tenedone ortkmoun ¢yHknuto «l[lomkmoyenne xk Wi-Fi
apTomatnueckn». He pomyckail aBTOMAaTW4YECKOrO NOAKIIOYEHHS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CoyuanvHuvie cemu

CouuanbHble CETH aKTUBHO BXOJST B HAIIly U3Hb, MHOTHE JIIOAU PabOTaIOT U
KHUBYT TaM IOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MIJUIHAP]T YESITOBEK, UTO
ABJSCTCS OJAHOM CEIbMOM BCEX JKUTENEH IUIaHEThl. MHOTHE TOJIB30BATENId HE
MOHUMAIOT, YTO UH(GOpPMAIIHs, pa3MelIeHHAas UMH B COIMATIBHBIX CETSIX, MOXKET OBITH
HaliJlecHa W HMCIOJIb30BaHA KEM YrOJHO, B TOM 4YHUCJE HE 00s3aTeNbHO ¢ OJIaruMu
HaMEPECHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMATBHBIX CETSIX:

1. Orpannub crucok Jpy3ei. Y 1e0s B Apy3biX HE JOJDKHO OBITh CIIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3anuiiail cBO 4acTHYIO kU3Hb. He yka3biBail mapomu, TenedoHsl, ajapeca,
JIaTy TBOETO POXKICHUS U JIPYTYIO JIUUHYI0 UHPOpMAIUIO. 3J10YMBIIUICHHUKH MOTYT
UCIIOJIb30BaTh Jlayke MHGOPMAIMIO O TOM, KaK Thl M TBOM POJMTENN TUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuinai CBOIO peryTaIuio - IEpKH €€ B YUCTOTE U 3aj/iaBail cebe BOmpoc:
XO0TeJ OBl ThI, UTOOBI IPYTHUE MOIH30BATEIN BUJEIH, UTO ThI 3arpykaenis? [logymait,
MpeXe YeM YTO-TO OMyOJIUKOBATh, HAIMUCATH U 3arPy3UTh;

4. Eciu Thl TOBOPHILG C JIIOJIBMHU, KOTOPBIX HE 3HACIllb, HE HCIOJIb3Yyil CBOE
pealbHOEe UMS U JAPYTYIO JIMYHYIO HH(pOpMAIUU: UMS, MECTO >KUTEIhCTBA, MECTO
y4eObl U poyee;

5. U36erait pazmenienus: pororpaduii B UHTepHeTe, T1e ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO ONPEEIUTh TBOE MECTOIOJIOKECHHUE;

6. [Ipu peructpaiuu B COIMAIBLHON CETH HEOOXOIUMO MCTIONB30BATh CIIOKHBIC
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. J1ns conuanbHOM CeTH, OUYTHI U JPYTUX CallTOB HEOOXOAUMO HUCIOIb30BaATh
pasHblie maposm. Torma eciau Te0s B3JIOMArOT, TO 3I0YMBIITUICHHUKY TIOTy4YaT TOCTYII

TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpasy.
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OnekmpoHHbvle OeHbeU

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb YAOOHBIA CIOCOO TMIaTexkei, OJHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHbIM MOSABWIMCH COBCEM HEJABHO U MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHM QYHKIIMOHHPYIOT M O HUX Yy>K€ MPOIMUCAHO B 3aKOHE, TJE UX
pa3ensioT Ha HECKOJIbKO BUIOB - aHOHUMHBIE M HE aHOHUMHbBIE. Pa3HuIIa B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercss MPOBOAUTH oOIlepanun 0e3
UACHTU(UKAIINK TIOTH30BATENsA, @ B HEAHOHUMHBIX WACHTU(DUKAIINH MOIH30BATEIs
ABJIAETCS 00S3aTEIBLHOM.

Taxkxe cnenyer pas3nuyarh DJIEKTPOHHbIE (UATHBIE JIEHBIH  (pPaBHbI
rOCYJapCTBEHHBIM BAJIIOTAM) U JJIEKTPOHHbIE HE(PUATHBIE JEHbIM (HE pPaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI TI0 0€30IMacHON PabOTe C NEKTPOHHBIMU JIEHbAMU:

1. ITpuBsiku K c4eTy MOOMIIbHBIN TenePOH. DTO caMblil YTOOHBINA U OBICTPBIN
crioco0 BOCCTaHOBUTH JOCTYyN K cuery. llpuBsizaHHbI TeneoH MOMOXKET, €ciu
3a0ynenip CBOW IUIATEXKHBIM TapoJib WM 3aijenib Ha CalT ¢ HEe3HAKOMOro
YCTPOMCTBA;

2. HUcnonw3yit omHopa3oBble mapoiu. llocime mepexoma Ha yCHICHHYIO
aBTOpHU3alMI0 TeOe yxke He OyAeT yrpokarb ONACHOCTb KPakKM WJIM IepexBara
IUIATEXHOTO MapoJIs;

3. BeiOepu cnoxubiii naposb. I[lpectynHukam Oyner He MOpOCTO yraiaTh
CJIOXHBIN maposib. HagexHpie maponyu — 3T0 napoiu, KOTOpbIe COepKaT HE MeHee 8
3HAKOB M BKJIFOYAIOT B c€0Sl CTPOYHBIC W MPOIMMUCHBIE OYKBBI, MU(PPHI U HECKOJIBKO
CUMBOJIOB, TakuMe Kak 3HAaK Joijiapa, (yHTa, BOCKIMUATENbHBIA 3HAK M T.M.
Hanpuwmep, $tRONg!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILIb.

OnexmponHas nouma

DJEeKTpPOHHAs MOYTa — 3TO TEXHOJOTHUS U MPEIOCTABIIIEMbIE €0 YCIYTH IO

NEPECHIIIKE W IMOJYUYCHHUIO BJICKTPOHHBLIX COO6H.ICHHI>1, KOTOPLIC paCHpCACIIIIOTCS B
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KOMITBIOTEpHOU  ceTH. (OOBIYHO ANEKTPOHHBIA TMOYTOBBIA  SIIUK  BBITJISIAAT
CJICIYIONTUM 00pa30M; UMs_ IOJIb30BATEISI(@UMS_JOMeHa. Takke Kpome Tepemaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hanmo BbIOpaTh TpaBWIBHBIM TOYTOBBIA cepBUC. B HMHTEpHETE ecTh
OTPOMHBIN BBIOOpP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4Ille JIOBEPSATH TEM,
KOTO 3HA€IlIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBail B TMYHON MouTe JWYHYIO HHpopManuto. Hampumep, mydiie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» i «pok2013» BmecTo «temal3»;

3. Mcnonp3yit IByX3TAIMHYIO0 aBTOPU3AINIO. DTO KOTAa TTIOMHMO ITapoJIsl HY)KHO
BBOJIUTH KO/, MPHUChIIaeMblii 1o SMS;

4. BoiOepu CIOXXHBIN Tapotib. J{Jg KaK0ro MOYTOBOTO SIIIUKA JTOJKEH OBITh
CBOW HAJEKHBIW, YCTOWUUBBIN K B3JIOMY [1apOJib;

5. Ecam ecTh BO3MOXKHOCTH HamMcaTh CaMOMY CBOM JIMUHBIA BOMPOC,
MCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Wcnonp3yih HECKOJBKO TOYTOBBIX SIIMKOB. [lepBbIfi 111 4acTHOM
MEPENUCKU C aJpecaTaMH, KOTOPBIM Thl JOBEPSACIIb. JTO JJIEKTPOHHBIA aapec He
HAJI0 UCTIONIH30BaTh MPU PETUCTPAIIMK HA POopyMax U calTax;

7. He otkpbiBaii (aitnibl U apyrue BIOXKEHHS B MUChMaX Jaxe €CIU OHH
NPUIUIM OT TBOUX Jpy3eld. Jlydine yTOYHM y HUX, OTHPABIISUIA JIM OHU TeOE ITH
(bhaisl;

8. Ilocne oxoHuaHus pabOTHl HAa TOYTOBOM CEPBUCE TNEpel 3aKphITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATIY.

Kubepbynnune unu eupmyanbHoe uzoesamenscmeo

KubepOymmmar  —  mpeciieqoBaHre  COOOIICHUSIMH,  COACPKAIUMHU
OCKOpOJICHUS, arpecCuio, 3allyTUBaHUE; XYJIUTaHCTBO; COIUAIbHOE OOMKOTHPOBAHUE
C IOMOIIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pHOE C KHOESPOYIITUHTOM:

1. He Opocaiicst B 6oii. Jlydmuii cmoco0: MOCOBETOBAThCS Kak ceOst BECTH W,

€CJIM HCT TOro, K KOMY MOKHO O6paTI/ITBC$I, TO BHAYaJIC YCIIOKOHUTBLCH. Ecau ThI
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HAaYHENIh OTBEYAaTh OCKOPOJCHUSMU HAa OCKOPOJCHHS, TO TOJBKO eIe OOoJbIie
pa30kKeIIb KOH(PIUKT;

2. YrpaBiisiii cBoel KubeppernyTaluei;

3. AHOHUMHOCTB B ceTr MHUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He croWT BecTH XyJWTraHCKUW oOpa3 BUPTyalbHOW KuU3HU. VIHTEpHET
¢ukcupyeT Bce TBOM JCHCTBUS W COXpaHSET HX. YAanuTh UX OyJIeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobunrofait cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyit enunuuHbli HeratuB. OgHOpPA30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JIydllle UTHOpUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha HadaJlbHOU
CTa/INH,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJBHBIX CETAX €CThb BO3MOXKHOCTh OJIOKUPOBKH OTHPABKH COOOLICHUH C
OIpEEICHHBIX a/IPECOB;

8. Ecnu 1h1 cBugeTens kubepOyuinHra. TBOM NEWCTBUS: BBICTYNUTH MPOTUB
npecienoBaTeis, IMoKa3aTh €My, YTO €ro JACHCTBUS OLIEHMBAIOTCA HEraTHBHO,
NOJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA IICHXOJIOTHYECKAasi TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MobunvHwiti meneghon

CoBpeMeHHbIe cMapThHOHBI U TIAHIIETH COJEPKAT B ce0€ BIOJHE B3POCIBIiMA
GyHKIIMOHAT, W TENepb OHM MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMHU
KoMIibtoTepamu. OJIHaKO, CPEACTB 3aLIUTHI JJIsl TIOJIOOHBIX YCTPOMCTB IMOKA OYEHb
Majo. TecTupoBaHne U MOUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE TaK UHTCHCHUBHO,
kak jy1s [1K, To *e camoe kacaeTcss U MOOUJIbHBIX TPHIJIOKEHUM.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YK€ MPAKTHUECKH JTOTHATU HACTOJbHBIC
aHaJIOTH, OJTHAKO paciiupeHre PyHKIIMOHAIA BICYET 32 CO00I OOJBITYIO CIIOKHOCTh
Y MEHBIIYIO 3aUIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJAUTENM BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE

KPUTHYCCKUC YA3BUMOCTHU AJIsI CBOUX YCTPOﬁCTB.
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OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He siBisieTcs mo-HacTosieMy OecIiaTHBIM. Byns ocTopoikeH, BeIb
Korja Tebe mpeaaraoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
TJIATHBIC YCITYTH,

2. Jlymaii, npexae uem otipaButh SMS, dhoto niu Buaeo. Tl TOUHO 3HACIIID,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

3. Heo0x01umMo 0OHOBIATH ONEPAMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

4. Vlcionb3yit aHTUBUPYCHBIE IPOTPaMMBI JIJIs MOOMIIBHBIX TeNe(OHOB;

5. He 3arpyxaii mpuiaoKeHHUsT OT HEU3BECTHOTO MCTOYHHUKA, BEIh OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHNE;

6. [Tocie Toro kaxk Thl BBIAJEIIL C CailTa, Ii€ BBOAMWII JUYHYIO MH(POPMAILIUIO,
3aliJTi B HACTPOMKH Opay3epa u yaaiu COoKies;

7. Ilepuonyuecku MpoBEPsI KaKKe IJIATHBIE YCIYTHM aKTHBHUPOBAHBI HA TBOEM
HOMeEpE;

8. JlaBaii cBoif HOMEp MOOWJIBHOTO TeJepOHa TOIBKO JIIOISIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIIIb;

9. Bluetooth nmomkeH OBITH BBIKJIFOYEH, KOIJIa Thl MM HE TOJb3yelibes. He
3a0bIBail MHOTIA TIPOBEPSTH ITO.

Online uepur

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBaTHIBAIONINE PA3BICUCHHUS,
OOBEUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpy. UTpoku ucciaeayroT JaHHBINA
UM MHp, 00IIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3aJIaHUs, CPAKAIOTCS C MOHCTPAMU
U TIOJYYalOT OMBIT. 32 yIOBOJBCTBUE OHHU IUIATAT: MOKYMAIOT IWCK, OTUIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAaKHE-TO OTIIHH.

Bce aTH cpencTBa uayT Ha MoAzepiKaHUE U Pa3BUTHE WUTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CHUCTEMBI aBTOPHW3AIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1om0o0HBIX HTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpakl TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPHU3ALMU OOJBIIMHCTBA

urp.



OCHOBHBIE COBETHI 110 OE€30MACHOCTH TBOETO UTPOBOT0 aKKAYyHTA!

1. Eciim apyroif Urpok BeaeT ceOs IIOX0 WM Co3JaceT TeOe HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [loxamylica aTIMUHUCTPATOpaM WIPhHI Ha TUIOXOE MOBEIECHHUE 3TOTO MIPOKa,
KenaTelIbHO MPHIOKUTh KaKhe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He ykaspiBail muuHy0 nHOOpMaIINIO B podaiisie Urphl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaaibHbIe MaTYU U MOJIbI;

6. Mcnionp3yii crnokHbIe U pa3HbIe TAPOJIH;

7. Jlaxxe BO BpeMsi UTPBI HE CTOMT OTKIIOYaTh aHTUBUpPYC. [loka ThI Urpaes,
TBOI KOMITBIOTEP MOTYT 3apa3UTh.

Quuiune unu Kpaxca TUdHblX OaHHbIX

OObIYHOM KpaXkell JeHer U TOKYMEHTOB CETO/IHA YK€ HUKOIO HE YAUBUIIb, HO
C Pa3BUTUEM MHTEPHET-TEXHOJIOTUN 3JI0YMBILUICHHUKH [IEPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY) IETTOM.

Tax mnosBmIach HOBasi yrpo3a: WHTEPHET-MOLICHHUYECTBA WU (DHUIIUHT,
rJlaBHAs I€Jb KOTOPOTO COCTOMT B TOJYYCHHH KOH(MUICHIIMAIBHBIX JTaHHBIX
NoJIb30BaTesIei — JIOTMHOB W maposield. Ha anrnumiickom si3bike phishing guraercs
kak ¢ummHr (ot fishing — peiOHas oBIs, Password — maposib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnean 3a cBouM akkayHTOM. Eciau Thl mojo3peBaeilb, YTO TBOS aHKETa
ObL1a B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Wcnonb3yii 6e3omacHbie BeO-CalThl, B TOM YHWCJIE, UHTEPHET-Mara3uHoB H
TIOMCKOBBIX CHCTEM;

3. Hcnonb3yii crnokHbIE W pa3Hbie Mapoiu. TakuM oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBILIUICHHUKH TMOJy4aT JOCTYH TOJbKO K OJHOMY TBOEMY
npoQuIIIo B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMalu, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOUX

3HAKOMBIX, KOTOpBIE 00aBJIEHBI Y TeOs B JIPY3bsAX, O TOM, 4TO T€OS B3JIOMAIH H,
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BO3MOXKHO, OT TBOEr0 MMEHHU OYyJEeT pacchUIaThCs ClaM U CChUIKM Ha (DUIIMHTOBBIC
CaUThI;

5. YcranoBu HaaexHbii mapossb (PIN) Ha MOOMIIBHBIHN Teae(OH;

6. OTriIrI0UM coxpaHeHHe mapoJs B Opaysepe;

/. He otkpbiBail (aiibl U Apyrue BIOXKEHUS B NMHUCbMAax JaXK€ €CIM OHU
OPULUIM OT TBOMX Jpy3ed. Jlyumie yTouHM y HUX, OTHPAaBIsUIM JU OHU TeOE ITH
(aitnbl.

Lugposas penymayus

[udposas pemyTarus - 3TO HETaTUBHAS WU MMO3WTHUBHAS HHPOPMAIIHS B CETU
o Tebe. Kommpomerupytomas uHPOpMaiusi pa3MeEIlleHHass B HHTEPHETE MOXKET
Cepbe3HbIM O00pa3oM OTpa3uTbcd Ha TBoeW peanbHOM ku3HU. «Ludposas
penyTanus» - 3TO TBOM UMUK, KOTOPBIA (opMHUpyeTcs U3 MHPOpMALUH O TeOe B
UHTEpPHETE.

TBoe mMecTo kuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K IyOJIMKAlUM JIMYHOU
uHpopmanuu B NHTEepHETE, HE MOHMMAs BO3MOXKHBIX NOCHeACTBUU. Thl naxe He
CMOXKeIIb JI0TafaThCcsl O TOM, 4TO (poTorpadus, paMelieHHass 5 JeT Ha3al, cTajia
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommeHTapuu, pa3melienue TBoux Gororpaduii u gpyrue JeHCTBUS MOTYT HE
MCYE3HYTh JaXKe TOCJe TOro, KaK Thl UX YAAJIUIIb. Thl HE 3HAEIIb, KTO COXPAaHUI ATy
uHpOpMaIIMIO, TONaia JId OHA B TMOWCKOBBIE CHCTEMbl M COXpaHWJIACh JIM OHA, a
IJIABHOE: YTO MOAYMArOT 0 Tebe OKpYIKarollee JII0IU, KOTOPhIe HAWIYT U YBUIAT ITO.
Haiitu wHpOpManmio MHOTO JEeT CIYCTS CMOXET JI00OW - Kak H3 JOOpbIX
noOyXJIeHUH, TaK U C HAMEPEHUEM MPUIUHHUTH BPEA. DTO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOI pEITyTaIUU:

1. Ilogymaii, mpexae yeM 4To-To MyOJMKOBaTh M MepeaaBarh y ce0s B Ojore
WIH B COLIMAJIBHOM CETH;

2. B mHactpoiikax mnpoQuis yCTaHOBM OTPAaHMYEHHUS Ha MPOCMOTP TBOETO

npo(uIIs U €ro COAEP>KUMOTO0, CAENAN €ro TOJNBKO «JUIs IpYy3ei»;
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3. He pasmemaii u He ykaspiBail MH(OpPMALMIO, KOTOpas MOXKET KOTo-JIu0o
OCKOPOJISTh WK OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE  IIKOJBHUKH-  aKTHBHBIE  TOJb30BaTeNd  LU(POBOTrO
npocTpancTBa. OJHAKO Janeko HE BCE 3HAKOT, YTO TOJIb30BAHHE MHOTHUMH
BO3MOXHOCTSIMU ~ IupoBOro  Mupa  TpeOyeT  CcOOJIOJeHusT  MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIEKTYadbHass COOCTBEHHOCTBY» OTHOCHUTCA K Pa3IMYHBIM
TBOPEHUSIM YEJIIOBEYECKOr0 YMa, HayuMHas C HOBBIX H300pPETEHUIl M 3HAKOB,
0003HavyaIMKX COOCTBEHHOCTh HA MPOAYKTBHI U YCIYT'M , U 3aKaH4YMBas KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HWHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTHh Ha
MIPOU3BEACHUSI HAYKHU, JINTEPATYPhl U HCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
KauyeCcTBE TapaHTHU TOTO, YTO UHTEJUIEKTYaIbHBINH/TBOPUECKUH TPy aBTOpa HE OyneT
HaIlpacHbIM, J1aCT €My CIIpaBeJIMBbIE BO3MOXXHOCTHU 3apaboTaTh Ha pe3yibTaTax
CBOETO TPyZa, NOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 pasperienust aBropa
HE MOXET BOCIPOM3BOAUTh €ro NPOU3BEAEHUE, PACHPOCTPAHATh, MyOJIUYHO
JIEMOHCTPUPOBATh, MPOJaBaTh, HWMIIOPTHPOBATH, IMYCKaTh B IMPOKAT, IMyOJIUYHO
UCIIOJIHSTh, OKA3bIBATH/UCIIONHATH B 3dupe win pazMeniats B UHTEepHETE.

Hcnonb3oBaHne «IUPATCKOr0» MPOrpPaMMHOTO 00€CTIeUeHUs MOKET MTPUBECTU
K MHOTUM PHUCKaM: OT MOTEPHU JAaHHBIX K TBOUM aKKayHTam 10 OJOKUPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAHOBJICHHBIM HE JieralibHas Imporpamma. He crout Takxke
3a0bIBaTh, YTO CYILIECTBYET JIeTalbHbIE U OECIUIaTHBIE MPOrPaMMBbl, KOTOPHIE MOKHO
HAWTHU B CETH.

O nopmane

CereBrU4OK.p( - TBOI IIaBHBIN COBETYHMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM W JOCTYIHBIM SI3BIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCA 3a COBETOM. A TakKe MPUHATh ydyacThe B

KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IpaskJaHUHOM !
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